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l. GIOI THIEU

1.1. Muc dich

Tai liéu mo ta giai phap tich hop VNPT-CA Signserver vao hé thong tng dung cua
khach hang, giai quyét cac van dé ky sb.

1.2.  Thuat ngir va tir viét tit

VNPT-CA Chung thu s6 do VNPT-CA cap phat

CTDT Phong giai phap chirng thuc dién tir

KH Khéch hang

CTS Chung thu s6

PKI Public Key Infrastructure (nén tang khoa cong khai)

OCSP Online Certificate Status Protocol

CRL Certificate Revocation List

CA Certificate Authority — Nha cung cap chtng thu sb

WORKER Thuat ngir mo ta dbi twong chira thdng tin cau hinh céc chic
nang (chire nang ky so, xac thyc,...)

HSM Hardware Security Module — Thiét bi chuyén dung st dung dé
luu chir chirmg thu so, cap khoa

Il. NHU CAU TiCH HQP KY SO

2.1.  Khao sat hé thong

Hién nay, phan 16n céc to chiic, doanh nghiép déu dang st dung van ban, tai liéu
duéi dang file mém dé phuc vu cho cdng viéc diéu hanh van ban trong noi bo hay giao
dich véi dbi tac, khach hang bén ngoai. Bén canh dé, viéc ky sé 1én tai liéu ciing dang
duoc nhiéu t6 chuc, doanh nghiép xem xét 4p dung dé mang lai tinh phap 1y ciing nhu
tinh xac thuc cho tai liéu. Do d6, nhu cau tich hop chit ky s6 vao hé thdng tin hoc trong
t6 churc, doanh nghiép 14 rat In.

Giai phap VNPT -CA Signserver (Signserver) duoc xay dung dé dap tng tat ca cac
nhu cau tich hop Ky sé caa cac t chic, doanh nghiép.

Hé théng ky s6 VNPT-CA Signserver: la tng dung webservice cung cap céc chic
nang ky, xac thuc dit liéu. Cac chire nang duoc cung cap dudi dang webservice 1am cho
viéc tich hop tro 1én don gian. Signserver duoc thiét ké dé dé dang nang cap va mé rong
c4c churc nang, dugc xay dung phl hop dé trién khai trén cac moi trudng may chu khéc
nhau nhu: windows server, centos, ubuntu,...
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Hé théng cung cap cac API ky sb, cau hinh dang webservice, cung cip céc dich vu
danh cho phan hé Client va phan hé Admin nhu sau:

o Phan hé Client: thuc hién ky, xac thuc dix liéu (pdf, office, xml, txt ...), kiém tra
hiéu luc cua chimg thu sd.
o Phan hé Admin: thuc hién cdu hinh va cai dit cac chire ning.
2.2.  Yéu cau tich hop SignServer
Cac hé théng can tich hop SignServer:

- Céc hé thong ky sd tap trung, thuong 1a cac hé thong quan tri ngudi dung, ngudi
ding trong hé théng d6 c6 nhu cau sir dung chit Ky s riéng cua minh dé Ky dit
licu (chit ky s6 twong ng vai timg nguoi ding sé dugc luu trén Server).

- Sir dung chit ky s6 dai dién cho t6 chirc, doanh nghiép

111. MO HINH HE THONG

3.1. Mota
Hé thdng Signserver co thé d& dang tich hop vao céc hé théng cé sin cua khéach hang.

3.2. M0 hinh
M6 hinh hé thdng sau khi tich hop Signserver nhu sau:

g
CKS Mém Server Ung dung gixi dir
@ liéu cén ky/xdc thye sang
< __ SignServer
.’ vvur:} 1 — -
- —
b token ; : =~
Us SignServer st dung CKS SienServer oii lai kit qui
mém hodc HSM & ky ditliéu (4) signServer gi lai két qua
w . SignServer g
HSM \

Kiém tra trang thai chitng

thir so

LAN/Internet

Negwti ding ding nhap
Ky/Xac thiee dirligu

L]

Nguoi ding
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Cé4c thanh phan

- SignServer: 1a hé thong tng dung VNPT-CA Signserver

- VA: la server kiém tra hiéu luc chimg thu sb (server OCSP,..) ciia nha cung cap
dich vu chirng thuce dién tir (CA)

- Ung dung: 1a &ng dung cua khach hang (Hé théng Hoa don Dién tir, Hé théng
quan ly van ban,...)

Ludng xir ly

Budc 1: Nguoi dung st dung wng dung va thuc hién ky/xac thuc dir liéu
Budc 2: Ung dung gui dir liéu can ky/xac thyuc sang Signsever
Budac 3: Signserver xur ly
o Ky dir liéu: Signserver turong tac véi HSM hoac ching thu sé6 mém dé ky
o Xac thuc dir liéu: Signserver kiém tra tinh toan ven cua dit liéu dong thoi
két ndi voi VA dé kiém tra hiéu luc chimg thu s6
Budc 4: SignServer tra lai két qua cho ung dung

CA4c chire niing Signserver cung cap
Sigserver cung cap c4c chirc nang danh cho phan hé Client va phan hé Admin nhu sau:

- Phan h¢ Client
o Ky dit liéu
» Ky dir liéu office, openoffice, xml, pdf, txt. Signserver twong tac
VGi céc thiét bi luu trir chimg thu s, cap khoa chuyén dung nhu
HSM, Usb token dé ky sb.
= Chinh stra, cau hinh vi tri dit chir ky, mau, kich thuéc chit, anh trén
chit ky pdf.
= Cho phép ky toan bo dit liéu hoac ky dir liéu trén mot thé cua di
lieu xml.
o Xac thyc dir liéu
= Cho phép kiém tra tinh toan ven cua dir liéu office, xml, pdf, txt
= Kiém tra hiéu lyc cua chung thu sé tai thoi diém ky.
o Kiém tra hiéu luc cia ching thu s6
= Kiém tra thoi gian chimg thu sb ¢6 hiéu luc
= Kiém tra trang théai thu hoi cua chung thu sé théng qua hai giao
thec OCSP hoac CRL.
= Kiém tra quyén ky cua chimg thu
= Kiém tra xem chimg thu s6 c6 duoc cung cap boi mot CA tin tuong
hay khong?
- Phan hé Admin: cho phép quan tri hé théng qua giao dién web véi cac chuc
nang sau:
o Quan ly quan tri vién hé thong
o Quan ly worker
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o Quan ly giao dich
o Cau hinh

Chi tiét cac chire ning Phan hé Admin
- Quan ly quan tri vién hé thong
Cho phép thém, sira, x6a thong tin quan tri vién, ngudi ¢d thé ding nhap vao hé thong.

porte s

- Quan ly worker

Cho phép quan ly, cdu hinh cac chirc nang ky, xac thuc, kiém tra hiéu luc ching thu
sd,...

Danh sach worker signer i

- Quan ly giao dich

Cho phép xem, tim kiém, thong ké cac giao dich ky sé da thuc hién, théng tin vé giao
dich nhu loai file da ky, trang thai ky,...

Danh sach giao dich

VPT Software - Trung tam giadi phap doanh nghiép - Phong giai phap chirng thwc dién tir 6



ettt VN B

- Céauhinh

Cho phép ciu hinh chung thu s6 admin, ciu hinh bat tit ché do xac thyc client, thém,
sura, X0a tai khoan client,...

Giao dién cau hinh ching thu s6 admin:

Céu hinh chirng thur Admin

Danh sach

< n >
Giao dién cau hinh ché do xac thuc client
porte
= Xac thyc client
Bat tht ché dé xéc thuc client
[ o |
Danh sach
[ o+ |
< - >

3.3. Danh gia

- Giai phap tich hop VNPT-CA Signserver I linh dong, bao mat, phil hop vai tat cac
hé thong.

- Hé thdng trién khai tién loi, don gian hda qué trinh ky sb cta nguoi dung.

- Hé thong ky sb twong thich vai tat ca chimg thu s6 ciia cac nha cung cap duoc cap
phép boi Bo Thong tin va Truyén thong.
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IV. THONG SO KY THUAT
4.1. Yéu ciu h¢ thong
Hé diéu hanh
- Windows server phién ban 2008 tro 1én
- Centos phién ban 6.5 tr¢ Ién.
Java: java phién ban 7 tro 1én.
Co s& dir liéu: co so dir liéu hod tro cac phién ban sau

MySQL ban 5.5 tro 1€n

Oracle Database ban 10 tro 1én
- SQL Server ban 2008 tro Ién.

- PostgreSQL phién ban 9 tro 1én

Application Server: WildFly 9.0.0.

4.2. Hiéu niing hé théng

Vi server c6 thdng sb CPU 8 core, RAM 16G, HDD 1T, hiéu nang nhu sau:
» Ky/Xac thyc: 2000 Tran/s — 1 Tran ~ 10Kb
» Ky/Xac thyc : 100 Tran/s — 1 Tran ~ 2Mb
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V. THU NGHIEM
Quy khach hang ma trinh duyét va truy cap: http://kyso.vnpt-ca.vn/

Diy la website dd dugc tich hop véi hé thdng ky sé VNPT-CA Signserver.
Str dung cac tai khoan sau dé diang nhap hé thong:
userl(password: 123456), user2(password: 123456)

Giao dién dang nhap

&  C | ® Notsecure | kysownpt-cavn YEE B ey

Pé thir nghiém ky s6, chon nat “Browse” tim file can ky, sau d6 chon “Ky file” dé ky
$6.

< C | ® kysowmpt-cavn Bk v

”»
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Két qua: nguoi dung tai file da ky.

Hinh anh file pdf da duoc Signserver ky va gui lai cho Website:

Hello World!

Signature Validation Status it

/# Signature is VALID, signed by CHUNG THUC BIEN TU - TEST1
<phamguangdat®2 @gmail.com:z.

- The document has not been modified since this signature was applied.

- The signer's identity is valid.

Signature Properties... Cancel

Ky béi: CHUNG THUC
DIEN TU - TEST
/ Ngay ky: 25/10/2017

VNPT

Thoéng tin lién h¢:

Nguyén Pdang Huy - 0886241199
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