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1. GIOI THIEU

1.1.  Muc dich

Tai liéu md ta giai phap tich hop VNPT-CA Plugin (plugin) vao hé théng tng dung nén
web cua khéach hang, giai quyét van d& ky sé cho cac tng dung nén web.

Plugin 1a tng dung bd sung tinh ning ky s6 cho trinh duyét. Plugin cung cip cac chic
nang ky du liéu Xml, Pdf, Office, Cms, c4c chuc ning duoc cung cip dudi dang api. Ung
dung web cd thé sir dung cac chire ning cua plugin théng qua javascript.

1.2.  Thuat ngir va tir viét tat

VNPT-CA Chung thu sb do VNPT-CA cép phat

VNPT-CA Plugin Ung dung b sung tinh nang ky s6 cho wng dung web
CTDT Phong giai phap ching thuc dién tir

KH Khach hang

CTS Chtng thu s6

CA Certificate Authority — Nha cung cap chtng thu sb
CRL Certificate Revocation List

OCSP Online Certificate Status Protocol

2. NHU CAU TICH HQP CHU KY SO

2.1.  Khao sat hé théng

Hau hét cac tng dung web caa doanh nghiép hién nay déu duoc phat trién dua trén mot sb
cdng nghé sau:

Window form client-server
ASP .Net

Java web based Application
PHP web based Application

Céc hé théng ung dung thudng phuc vy cho cong viéc diéu hanh vin ban, giao dich véi
khach hang, giao dich bang email.

Pé dam bao an ninh théng tin, cac hé thong thuong ap dung cac cdng nghé bao mat:

- Login bang user/pass, otp.
- Swr dung céc firewall, cac thiét bi bao vé mang.
- Sir dung cac ki thuat vé lap trinh dé bao vé ma nguon tng dung.

Céc giai phap nay phan Ion 1a bao vé mang tinh phong ngu. Khi ting cudng an ninh thi hé
thng budc phai giam kha ning trao d6i thong tin. Didu ndy 1a khong pha hop véi tinh hinh
todn cau hoa thong tin nhu hién nay. Vi giai phap sir dung cong nghé ha ting khoa céng khai
PKI, hé thdng vira dwoc bao vé, lai vira ¢ kha ning trao ddi thong tin hai chidu hoan toan bao
mat.
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Duéi day 1a mot sé kha nang caa hé thdng khi ap dung PKI:

- M4 hda thong tin hai chiéu SSL.

- Xéc thue nguoi dung dang nhap bang ching thu s, chit ki sb.
- Dam bao du liéu tin cay, chinh x&c (toan ven di liéu).

- Tang cudng kha niang ghi log 1am bang ching thdng tin.

- Pam bao kha ning sin sang cua hé thong.

2.2.  Cac buéc thuc hién dién hinh

- Bwdéc 1: Ung dung web cua khéach hang tao ra dit liéu

- Bwdc 2: Nguoi dung thuc hién ky s6 18n dir liéu duoc sinh ra tai budc 1.

- Bwéc 3: Sau khi nguoi dung da ky xong thi hé thong s& xac thuc lai céc dir liéu da ky,
kiém tra tinh hop 1é caa chix ky, trang thai ching thu, tinh toan ven caa di liéu.

- Bwoc 4: Hé thong luu thong tin va chuyén sang céc tién trinh tiép theo.

3. GIAI PHAP TICH HQP VNPT — CA PLUGIN

3.1. Mota
VNPT-CA Plugin (plugin) c¢6 d6 an toan va bao mat cao.

Plugin cia VNPT-CA khong sir dung cac cdng nghé cii nhu Applet, NPAPI, ActiveX. Cac
cdng nghé cii nay da duoc chi ra cc 15i 16 hong bao mat. Céc trinh duyét phd bién hién nay
da ngung hd tro cac cdng nghé cii nay trén cac phién ban trinh duyét moi nhat. Google
Chrome da loai bo NPAPI tir thang 9 nam 2015, Firefox phién ban 52 tro 1én da loai bo
NPAPI, Microsoft Edge da ngirng hd trg ActiveX.

Plugin cua VNPT-CA sir dung cong nghé méi twong thich véi cac phién ban méi nhét caa cac
trinh duyét pho bién nhat hién nay nhu Google Chrome, Firefox, Internet Explorer, Microsoft
Edge,...

Mb hinh ky sé tich hgp plugin vao cac ng dung web

- Str dung plugin va javascript: javascript s& goi cac api do plugin cung cip dé thuc hién
ky dir liéu.

- Plugin thuc hién ky s trén di liéu do website truyén xudng.

- Qua trinh dong goi, ky dir li¢u dugc thuc hién ngay tai client.

M@ ta chirc niang plugin

- Tich hop vao website, cho phép website thuc hién ky sé Ién cac dir lieu (Pdf, Xml,
Excel, Word, Power Point, Text).

- Cho phép website lay thong tin cia chimg thu s6 trén may ngudi dung.

- Cho phép website kiém tra duoc hiéu luc cua ching thu sé cia ngudi ding, théng qua
cac giao thuc OCSP, CRL

- Céctién ich khac: chon file, hién thi thdng tin chi tiét cua chimg thu,...
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3.2.

RV Ny
Ny

M6 hinh téng quan

May tinh khéach hang

i

Wepsite truy?:n dir liéu @ @ Plugin tra lai dir liéu da
can ky xudng plugin ky cho website

Y Plugin st dung CTS dé

ky dir liéu

VNPT-CA Plugin -
Chirng thu sb

Thanh phan

Website: 1a website c6 nhu cau tich hop ky sé cua khach hang

Javascript: thu vién javascript dugc tich hop trén website cua khach hang

VNPT-CA Plugin: 1a phan mém bé sung tinh niang ky s6 cho trinh duyét, dugc cai dat
trén may ngudi dung.

Ching thur s6: ching thu sé dugc luu trong Usb Token, chimg thur s mém, ...

Ludng xir ly

3.3.

Budc 1: Nguoi ding thuc hién ky dir liéu trén website, website truyén di liéu can ky
xudng Plugin.

Budc 2: Plugin st dung CTS cuia khach hang dé ky Ién di liéu.

Budc 3: Plugin tra lai dit li¢u da ky cho website.

Danh gia
Giai phap nay phu hop véi cac hé théng c6 san tai co quan to chac doanh nghiép, tng
dung mang tinh cdng cong, st dung nhiéu chit ky s6 ca nhan.

Hé thdng trién khai tién loi, don gian hoa qua trinh ky sb cia ngudi dung.
Hé thong tuong thich vai tat ca céc trinh duyét khac nhau
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- Hé théng ky s voéi tat ca chix ky sb cua cac nha cung cip dugc cap phép cua Bo
Théng tin va Truyén thdng.

4. THONG SO KY THUAT

4.1. Hé diéu hanh va trinh duyét
- Hé diéu hanh:
o H& tro hé diéu hanh Windows phién ban XP SP3 tro én.
o H& trg hé diéu hanh MAC
- Trinh duyét: hd trg céc trinh duyét sau
o Microsoft Internet Explorer (IE) phién ban 11
Microsoft Edge phién ban 16 tro 1én
Mozila Firefox phién ban 50 tr¢ 1én
Google Chrome phién ban 53 tro 1€n
Céc cbe phién ban 53 tro 1én
Safari phién ban 9 tr¢ 1én
4.2.  Phwong an cap nhat

O O O O O

Qua trinh cap nhat phién ban méi cua plugin duoc chia 1am hai phan:

- Cap nhat phan mém plugin duoc cai dat trén may nguoi ding
- Cap nhat thu vién javascript tich hgp trén website

Céc trudong hop can cap nhat plugin

- Cap nhat chirc nang moi
o Cap nhat phan mém plugin: phan mém tu dong cap nhat lén phién ban méi.
o Cap nhat thu vién javascript: website tich hgp cap nhat thu vién javascript Ién
phién ban méi. Phan cap nhat nay khong bat budc.
o Viéc cap nhat plugin 1én phién ban mai khong gay anh huong téi cac chac
nang dang su dung trén cac website.

- Xir ly sw cd: su cb o thé xay ra trong trudng hop mot chirc ning nao d6 cua plugin
chay 16i hoac trinh duyét cap nhat phién ban méi gay anh huéng t6i hoat dong cua
plugin,... Phuong an cap nhat gom céc phan sau:

o Cap nhat phan mém plugin: phan mém tu dong cip nhat I&n phién ban mai.
o Cap nhat thu viéc javascript: phan cap nhat nay tiy timg trueong hop cu thé sé
can cap nhat hay khong?

5. HUONG DAN TICH HQP

5.1.  Hwéng dan tich hop

Tich hop plugin gdm hai phan: b cai dat VNPT-CA Plugin_Setup.exe trén may client va tich
hop thu vién javascript vnpt-plugin.js trén website.

- Chay bo cai dat VNPT-CA Plugin_Setup.exe trén may client: cai dit nhu cac phan
mém thong thuong.

- Tich hop thu vién javascript trén website: nhing thu vién vnpt-plugin.js do VNPT-CA
cung cap vao website tich hop.
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5.2.  Huwong din sir dung cac chirc ning
5.2.1. MO0 ta cach thic hogt dong cua plugin

Sau khi d4 nhung file thu vién vnpt-plugin.js vao website tich hop, ban chi can str dung ddi
tuong vnpt-plugin dé goi cac ham plugin cung cap.

Plugin hoat dong theo co ché bat ddng bo. Website goi, truyén dir liéu xudng plugin théng
qua cac ham javascript, website nhan lai két qua tir plugin bang céch sir dung ham javascript
callback. Plugin sau khi xir ly xong, s& tw dong goi lai ham javascript callback dé tra lai két
qua cho website. Xem thém trong phan vi du tich hop.

Co ché giri nhan bat ¢dng bo gidp cho trinh duyét khdng gap hién tuong “Not responding”.

5.2.2. M@ td cac ham plugin cung cdp
5.2.2.1. vnpt_plugin
a. Méta

Pay 1a dbi twong javascript cung cip cac ham chire nang cua plugin.

b. Phwong thirc
» signXML: function (data, funcCallback, xmlSigner)
- Chuc nang: ky dir ligu xml
- Thamsb
= data: dit liéu can ky. Dit liéu can ky duoc ma hoa base64
» funcCallback: ham javascript callback. Plugin s& ty dong goi lai ham nay sau khi
né thyuc hién xong.
= xmiSigner: tham s cu hinh chit ky xml. Xem thém muc 4.2.2.2.
- Két qua: két qua tra vé 1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

Trong do cac truong c6 y nghia nhu sau:

= code: ma tra vé. Gia tri va y nghia trong ing nhu sau:
0: ky thanh cong
: dir liéu dau vao rong hoic khong dang dinh dang
: khéng tim thay ching thu sd
- ky that bai
: khéng tim thay private key
: nguyén nhan khong xac dinh
: khong tim thay thé ky s6
: khong tham chiéu duoc t6i id the ky sé
10: dit liéu dau vao chira mét hoic nhiéu chit ky khdng hop 16
11: nguoi dung huy bo
= data: dir liéu di ky trong trudng hop ky thang cong. Ky that bai, truong nay rong.
= error: md ta 15i trong trudng hop ky that bai. Ky sé thanh cong, trudng nay rdng.
» signOffice: function (data, funcCallback)
- Chuc nang: ky dit liéu office (ho tro phién ban office 2007 trg 1én)
- Tham s
= data: dir liéu can ky. Dir liéu can ky duoc ma hoa base64

VVVVYVVVVVYY
© OV A wWNR
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= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
- Két qua: két qua tra vé 1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

Trong do6 cac trudng c6 y nghia nhu sau:

= code: ma tra vé. Gia trj va y nghia trong tmg nhu sau:
0: ky thanh cong
1: dit liu dau vao rdng hoic khong dung dinh dang
2: khong tim thay chimg thu s6
3: ky thét bai
4: khdng tim thiy private key
5: nguyén nhan khong xac dinh
11: nguoi dung huy bo
= data: dir liéu di ky trong trudng hop Ky thang cong. Ky that bai, truong nay rong.
= error: mo ta 13i trong trudng hop Ky that bai. Ky sé thanh cong, trudng nay rdng.
» signPdf: function (data, funcCallback)
- Chtrc nang: ky dir liéu pdf
- Thamsé
= data: dit liéu can ky. Dit liéu can ky duoc ma hoa base64
= funcCallback: ham javascript callback. Plugin sé& ty dong goi lai ham nay sau khi
né thyuc hién xong.
= pdfSigner: tham s6 cau hinh chit ky pdf. Xem thém muyc 4.2.2.3.
- Két qua: két qua tra vé 1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

VVVVVYVYY

Trong d6 cac truong c6 y nghia nhu sau:

= code: ma tra vé. Gia tri va y nghia trong ing nhu sau:
0: ky thanh cong
1: dit liéu du vao rdng hoic khong dung dinh dang
2: khdng tim thiy chung thu s6
3: ky thét bai
4: khdng tim thay private key
5: nguyén nhan khong xac dinh
6: tham sd s6 trang chua dugc truyén
7: trang dat chir ky khdng hop 1€
11: nguoi dung huy bo
= data: dir liéu di ky trong trudng hop ky thang cong. Ky that bai, truong nay rong.
= error: md ta 13i trong trudng hop Ky that bai. Ky sé thanh cong, trudng nay rdng.
» SignPDFMultiplePages: function (data, funcCallback)
- Chuc ning: ky dir liéu pdf. Dt chir ky trén nhiéu trang
- Tham sb
= data: dir liéu can ky. Dir liéu can ky duoc ma hoa base64
» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.

VVVVVVYVYVYVYYYVY
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= pdfSigner: tham sé cau hinh chix ky pdf. Xem thém muc 4.2.2.3.
Két qua: két qua tra vé 1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

Trong do6 cac trudng c6 y nghia nhu sau:

= code: m tra vé. Gid tri va y nghia twong (ng nhu sau:

0: ky thanh cong

: dit liéu dau vao rdng hoic khong dung dinh dang

: khéng tim thay chimg thu sd

: ky that bai

: khéng tim thay private key

: nguyén nhan khong xac dinh

: tham s6 s6 trang chua duoc truyén

: trang dat chit ky khong hop 1€

11: nguoi dung huy bo

= data: dir liéu di ky trong trudng hop Ky thang cong. Ky that bai, truong nay rong.
= error: mo ta 13i trong trudng hop ky that bai. Ky s6 thanh cong, trudng nay rong.

VVVVYVVYVYYVYY
Lo UMD WN R

» signCms: function (data, funcCallback)

Chtic nang: ky chudi
Tham s6
= data: dit liéu can ky. Dit liéu can ky duoc ma hoa base64
» funcCallback: ham javascript callback. Plugin sé ty dong goi lai ham nay sau khi
né thyuc hién xong.
Két qua: két qua tra vé l1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

Trong d6 cac truong c6 y nghia nhu sau:

= code: ma tra vé. Gia tri va y nghia trong ing nhu sau:

0: ky thanh cong

1: dit liéu du vao rdng hoic khong dung dinh dang

2: khdng tim thiy chung thu s6

3: ky thét bai

4: khdng tim thay private key

5: nguyén nhan khong xac dinh

11: nguoi dung huay bo

= data: dir liéu di ky trong trudng hop Ky thang cong. Ky that bai, truong nay rong.
= error: mo ta 15i trong trudng hop Ky that bai. Ky sé thanh cong, truong nay rdng

VVVVYVYY

» signHash: function (data, funcCallback)

Chtic ning: ky chudi bim
Tham s6
= data: chudi bam
» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
Két qua: két qua tra v& 1a chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""
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Trong d6 cac trudong cé y nghia nhu sau:

= code: mi tra vé. Gid tri va y nghia twong ng nhu sau:
0: ky thanh cong
1: dit liéu dau vao réng hoic khong dang dinh dang
2: khong tim thy chimg thu s6
3: ky thit bai
4: khong tim thay private key
5: nguyén nhan khong xac dinh
11: nguoi dung hay bo
= data: dit liéu di ky trong trudng hop ky thang céng. Ky that bai, truong nay rong.
= error: mo ta 15i trong truong hop Ky that bai. Ky sé thanh cong, truong nay rdng
» signArrDataAdvanced: function (arrData, serial, clearPINCache, funcCallback)
- Chuc nang: ky dit liéu theo 16. Trong 16 dit lidu c6 thé chira nhiéu loai dir liéu khéc
nhau.
- Tham s
= arrData: mang dix liéu
= serial: s6 serial cua chimg thu s6 sir dung dé ky. Néu khong truyén, plugin sé& hién
thi popup cho phép nguoi dung chon ching thu.
= clearPINCache: stir dung PIN cache hay khdng?
» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
- Két qua: két qua tra vé 1a mang chudi json véi dinh dang nhu sau
["{\"code\":0, \"data\":\"", \"type\":\"hash\", \"error\":\"\"}","{\"code\":0, \"data\":\"",
\"type\":\"hash\", \"error\":\"\"}"]

VVVYVVYVY

Hinh anh object json

JSON

= Amray
{"code":0, "data™:"VqSsg...", "type":"hash", "emor":""}
t {"code"D, "data";"F+Dnek..", "type":"hash", "emar":""}

Trong do6 cac trudong cd y nghia nhu sau:

= code: ma tra vé. Gia trj va y nghia trong timg nhu sau:

0: ky thanh cong

 dit liéu dau vao réng hoic khong dang dinh dang
: khong tim thay chtmg thu sd

: ky that bai

: khéng tim thay private key

: nguyén nhan khong xac dinh

: tham s6 s trang chua duoc truyén

: trang dat chit ky khong hop 1€

: khong tim thay thé ky s6

: khéng tham chiéu duoc téi id the ky s6

10: dit liéu dau vao chira mét hoic nhiéu chit ky khdng hop 16

YVVVVYVVYVYVYVYYVYY
© OO0 Wn A WNR
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» 11: nguoi dung hay bo
= data: dit liéu da ky trong trudng hop ky thang céng. Ky that bai, truong nay rong.
= type: kiéu dir liéu ky. Hd tro: pdf, docx, xlsx, txt, hash.
= error: mo ta 15i trong truong hop Ky that bai. Ky sé thanh cong, trudng nay rong
» signArrData: function (arrData, type, sigOption, serial, clearPINCache, funcCallback)
- Chtrc nang: ky dir liéu theo 16.
- Tham s
= arrData: mang dit liéu. Ho tro dix liéu pdf, xml, office, txt, hash.
= type: kiéu dir liéu
= sigOption: tham s6 cau hinh chit ky. H3 tro dit liéu pdf va xml.
= serial: s6 serial cua chimg thu s6 sir dung dé ky. Néu khong truyén, plugin sé hién
thi popup cho phép nguoi dung chon ching thu.
= clearPINCache: sir dung PIN cache hay khong?
= funcCallback: ham javascript callback. Plugin sé ty dong goi lai ham nay sau khi
né thyuc hién xong.
- Két qua: két qua tra vé 13 mang chudi json véi dinh dang nhu sau
["{\"code\":0, \"data\":\""", \"error\":\"\"}","{\"code\":0, \"data\":\"", \"error\":\"\"}"]
Hinh anh object json

JSOM

=- Amay
- {"code™0, "data":"VgSsg...", "emor"""}
i {"code™D, "data":"f+Dnekt ", "emor":""}

Trong d6 cac truong c6 y nghia nhu sau:

= code: ma tra vé. Gia tri va y nghia trong ing nhu sau:
0: ky thanh cong
: dir liéu dau vao rong hoic khong dang dinh dang
: khéng tim thay ching thu s6
: ky that bai
: khéng tim thay private key
: nguyén nhan khong xac dinh
: tham s6 6 trang chura durgc truyén
: trang dat chit ky khong hop 1€
: khong tim thay thé ky s6
: khéng tham chiéu duoc t6i id the ky sé
10: dit liéu dau vao chira mét hoic nhiéu chit ky khdng hop 16
11: nguoi dung huy bo
= data: dir liéu di ky trong trudng hop ky thang cong. Ky that bai, truong nay rong.
= error: mo ta 15i trong truong hop Ky that bai. Ky sé thanh cong, trudng nay rong.
» getCertInfo: function (funcCallback)
- Chirc nang: lay théng tin chit ky sb c6 trén may client
- Tham sé:
= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
- Két qua: chudi json chira cac truong thong tin cua ching thu

VVVVVVYVYVYVYVYY
©OAOWUnAWNPRE
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» chooseFile: function (funcCallback)

Chure nang: cho phép chon file va tra lai base64 cua file

Tham s6:

= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong

Két qua: chudi base64 cua file dd chon

» setLicenseKey: function (funcCallback)

Chtic ning: cai dit license cho plugin. Chi nhitng website dugc cap license méi c6 thé
st dung duogc plugin
Tham sé:
= funcCallback: ham javascript callback. Plugin sé ty dong goi lai ham nay sau khi
né thyuc hién xong.
Két qua: két qua tra vé la chudi json véi dinh dang nhu sau
"\"code\":{0}, \"data\":\"{1}\", \"error\":\"{2}\""

Trong do cac truong c6 y nghia nhu sau:

= code: ma tra vé. Gia tri va y nghia trong ing nhu sau:
> 1: cai dat license thanh cong
> -1: cai dat license that bai

» data: truong nay rong

= error: mo ta 15i trong truong hop cai dit license that bai

» ValidateCertificate: function (serialNumber, timeCheck, ocspUrl, funcCallback)

Chue ning: cho phép kiém tra hiéu lyc ciia chung thu sd. Plugin s& tim chimg thu sd

trén may khach hang twong ng véi serial dé kiém tra.

Tham sé:

= serialNumber: s6 serial cta chtng thur

= timeCheck: thoi gian kiém tra hiéu lyc cua ching thu

= ocspUrl: link server ocsp

= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.

Két qua:

= 0: chung thu s6 hop 1é

1: 16i khong x4c dinh

2: chtng thu sé hét han

= 3 chung thu s6 chua dén han

= 4: chimg thu sb da bi thu hoi

: chimg thu sé khong c6 quyén Ky dit liéu

: kiém tra trang thai thu hoi cua ching thu khong thanh cong

: chimg thu s6 khong duoc cap boi CA tin tudng

: khong Iéy dugc thdng tin ching thu sé

: khong lay duoc thong tin ching thu sé CA

= 10: khéng tim thay duong dan t6i server ocsp

]
© 0 ~N o O

» ValidateCertificateBase64: function (certBase64, timeCheck, ocspUrl, funcCallback)

Chtic nang: cho phép kiém tra hiéu luc caa chung thu sé.
Tham sé:
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= certBase64: chudi ma hoa base64 cua chimg thu sb
= timeCheck: thoi gian kiém tra hiéu lrc cua ching thu
= ocspUrl: link server ocsp

= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi

no thuc hién xong.

- Két qua:
= 0: ching thu s6 hop 18

1: 16i khong xac dinh
2: chtng thu sé hét han
= 3 chuang thu s6 chua dén han
= 4: ching thu s6 da bi thu hdi
: chimg thu s6 khong c6 quyén ky dit lidu
: kiém tra trang thai thu hoi cia ching thu khong thanh cong
: chimg thu s6 khong duoc cap boi CA tin tudng
: khong lay duoc thdng tin ching thu s0
: khong lay duoc thdng tin chimg thu s6 CA

= 10: khéng tim thay duong dan t6i server ocsp
» CheckValidTime: function (serialNumber, timeCheck, funcCallback)

L]
© 0 N o o

- Chitic nang: cho phép kiém tra thoi gian hiéu lyc cua chimg thu so. Plugin s& tim

chung thu sb trén may khach hang twong tng voi serial dé kiém tra.
- Tham sé:

= serialNumber: s serial ciia chimg thu

= timeCheck: thoi gian kiém tra hiéu luc cua chung thu

» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi

no thuc hién xong.
- Kétqua:
= 0: chung thu sb hop 1é
1: 16i khong xac dinh
2: chtng thu sé hét han
3 chtig thu s6 chua dén han
4: ching thu s6 da bi thu hoi
= 8: khong liy duoc thdng tin chuang thu sb
» CheckValidTime: function (certBase64, timeCheck, funcCallback)
- Chirc nang: cho phép kiém tra thoi gian hiéu luc cua chimg thu sb.
- Tham sé:
= certBase64: chudi ma hoa base64 cua chimg thu sb
= timeCheck: thoi gian kiém tra hiéu lec cua ching thu

= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi

no thuc hién xong.
- Kétqua:
= 0: chung thu s6 hop 1é
1: 16i khong xac dinh
2: chtng thu sé hét han
3 chung thu sb chua dén han
4: chimg thu s6 d4 bi thu hoi
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= 8: khong ldy dugc thong tin ching thu sé
» CheckOCSP: function (serialNumber, timeCheck, funcCallback)

- Chirc nang: cho phép kiém tra thoi gian trang théi thu hdi caa chimg thu qua giao thtc
OCSP. Plugin s& tim ching thu sb trén may khach hang twong (ng voi serial dé kiém
tra.

- Tham sé:
= serialNumber: s6 serial cua chung thu
= timeCheck: thoi gian kiém tra hiéu lrc cua ching thu
= funcCallback: ham javascript callback. Plugin s& ty dong goi lai ham nay sau khi

né thyc hién xong.

- Kétqua:
= 0: chtng thu s6 hop I¢

: 16i khong xac dinh
: chimg thu s6 da bi thu hoi
: chimg thu s6 khong c6 quyén ky dit lidu
: kiém tra trang thai thu hoi cia ching thu khong thanh cong
: chimg thu s6 khong duoc cap boi CA tin tudng
: khong lay duoc thdng tin ching thu s0
: khong lay duoc thdng tin ching thu s6 CA
= 10: khdng tim thay duong dan téi server ocsp
» CheckOCSP: function (certBase64, timeCheck, funcCallback)

- Chirc niang: cho phép kiém tra thoi gian trang thai thu hoi ciia chimg thu qua giao thirc
OCSP.

- Tham sé:
= certBase64: chudi m4 hda base64 cua ching thu sé
= timeCheck: thoi gian kiém tra hiéu luc caa chung thu
» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi

no thuc hién xong.

- Kétqua:
= 0: chtng thu s6 hop Ié

. 16i khong xac dinh

: chimg thu s6 da bi thu hdi

: chimg thu s6 khong c6 quyén ky dit lidu

: kiém tra trang thai thu hoi cua ching thu khong thanh cong
: chimg thu s6 khong duoc cap boi CA tin tudng

: khong Iéy dugc thdng tin ching thu sé

: khong lay duoc thdng tin ching thu s6 CA

= 10: khdng tim thay duong dan téi server ocsp

L]
© oo ~No ok~

]
© o0 ~No ok~

» checkPlugin: function (funcCallback)
- Chuc ning: cho phép kiém tra tinh sin sang caa plugin
- Tham sé:
» funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
- Kétqua:
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= 1: thanh cdng
»  Khac 1: tht bai
» checkPluginAdvanced: function (funcCallback)
- Chirc ning: cho phép kiém tra tinh sin sang cua plugin, xac thuc plugin c6 ding 1a
VNPT-CA Plugin hay khéng?
- Tham sé:
= funcCallback: ham javascript callback. Plugin sé tu dong goi lai ham nay sau khi
no thuc hién xong.
- Kétqua:
= 1: thanh cbng
= Khéc 1: that bai
» getVersion: function (funcCallback)
- Chtic nang: cho phép kiém tra phién ban ciia plugin dang chay trén may khach hang.
- Tham sé:
= funcCallback: ham javascript callback. Plugin sé ty dong goi lai ham nay sau khi
n6 thyuc hién xong.
- Két qua: phién ban cia plugin.
5.2.2.2.  XmiSigner
a. Mota

XmlSigner 14 ddi tuong javascript chtra cac théng sb cau hinh chix ky xml.
b. Thugc tinh
Danh séach thudc tinh cia ddi twong XmlSigner:

> TagSigning: tén cuaa thé ky s6

> NodeToSign: id cua thé ky s6. Néu thé ky sb chua c6 id thi tham sé nay s& dugc st
dung.

TagSaveResult: thé luu chir ky

NameXPathFilter: tén caa thé filter theo chuan ky xml Xpath Filter. Chua h trg.
NamelDTimeSignature: id cia thé luu thdi gian Ky. Chua ho tro.

DsSignature: tham sé cau hinh tién t ds caa chir ky. Chua hd tro.

SigningType: kiéu ky xml (Enveloped, Enveloping, Detach). Plugin hién tai chi hd tro
chuan ky xml Enveloped.

SigningTime: thoi gian ky. Binh dang thoi gian: HH:mm:ss dd/MM/yyyy.
CertificateSerial: s6 serial cuia ching thu sé sir dung dé ky dir liéu

ValidateBefore: thudc tinh cdu hinh viéc xac thuc dit liéu trude khi ky

5.2.2.3. PdfSigner

c. Mota

YVVVVYY

YV V V

PdfSigner 1a dbi twong javascript chtra cac théng sé cau hinh chir ky pdf.
d. Thugc tinh
Danh séach thudc tinh cua déi twong PdfSigner:

» page: trang dat chi ky
» |Ix: hoanh d goc dudi bén trai cua hinh chir nhat chira chit ky.
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Ily: tung d6 goéc dudi bén trai cua hinh chir nhat chira chir ky.

urx: hoanh do goc trén bén phai cua hinh chir nhat chira chix ky.
ury: tung do goc trén bén phai caa hinh chir nhat chaa chir ky
SigTextSize: c& chit trong chir ky

Signer: nguoi Ky

Description: mo ta

OnlyDescription: chi hién thi mé ta?

SigningTime: thoi gian ky. Binh dang thoi gian: HH:mm:ss dd/MM/yyyy.
CertificateSerial: s6 serial cua ching thu sb sir dung dé ky dir liéu
SigColorRGB: mau chit, ma rgb.

ImageBase64: chudi base64 caa anh hién thi trén chir ky
SetlmageBackground: cai dat anh 1am nén chir ky?

PagesArray: mang chira danh sach trang dat chir ky

VVVVVVVVYVYYYYY

53. Vidutich hep

Vi du tich hop ham ky dit liéu xml:

/f dataJson: ch json k&t qui.

udi

/f Plugin s u dong goli lai ham signCallback sau khi ky xong
t qua

function signCallback({datadson) {

. =R L
ff wa day k kv vao dataJson

wvar JsCb] = JS0M.parse (dataJson) ;
if (j=sCbj.cods !'= 0) {

alert ("E¥ thit bai. Mi& 13i: " + js0Obj.error);
return;
}
else
{
alert ("Ey thanh cdng. D lidu 43 ky: " + jscbij.data);

}
|

function sign() {
var data = ""; // base64 cla dit ligu cén k¥
// signCallback: plugin tu ding goi lam ham nay sau khi ky xong
vonpt plugin.signXML(data, signCallback);
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6. THU NGHIEM
Quy khéach hang ma trinh duyét va truy cap: http://kyso.vnpt-ca.vn/Module/DemoSigning

Trén menu chon VNPT CA Plugin hé théng hién thi giao dién nhu hinh dudi:

VNPT-CA Plugin

Huéng dén dang ky dir liéu B« dulicu

1. Tai vé va cai dat cong cu ky dién tir (Ban can chay lai trinh duyét dé s2® Chontép dir liéu
hoan tat qua trinh cai dat) -

X Tai vé cong cu ky dién ti (Plugin) cda VNPT

2. Bam nut Browse dé chon tép dir liéu

3. Bdm nut Ky dir liéu dé ky

Quy khéach hang vui long thuc hién theo 3 budc nhu hinh trén

Tich hop ham chon file. Plugin hién thi giao dién chon file nhu sau

o Open x FAS i U5
€« ~ 4 [« SSD(F) > VNPT Temp > Data v e [
2000+ start s o ot Other bool "
Organize v New folder - m @ [ ) 2000~ startup ideas D: H Forum N Other bookmarks.
B This PC 0 Name 4 T
| § AppleiPhone Signserver invalid 5 7 10:41 P File folde
I Deskiop 8§ Test.doox 28/20148:26
81 Testalsx 5
2 Documents

(2 Test_1mb.pdf

& Downloads @ Test_Imbadsc 2/31/2015 3:02 PM os
& Music 55 Test_Imb_Signed.pdf 6/5/2017605PM  PDF File
&) Pictures 87 Test_Imb_Signed.dsc 6 PM

B Videos 720174

‘i Local Disk (C:) 2
Ky dit ligu

= Local Disk (D)
- SSD(F)
« DATA(G)

8 Chon tép dir liéu

v < >

File name: | VNPT Temp
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Tich hop ham ky dit liéu. Plugin tuong tic véi token, yéu cau khach hang nhap ma PIN dé ky
s6

| VNPT Plugin x Coal
< C | ® kysovnpt-cavn/h e/De Y
I Apps y Bookmarks Q Home-Quora € CafeBiz- Théng tin % Sukién|TechTak [ Kénhthong tinkinh - () 2000+ startup ideas . @ Day Nhau Hoc Forum News » Other bookmarks

3

VNPT-CA Plugin

Hudng dan dang ky dir liéu & Tham tra PIN code:

1. Tai vé va cai dat cong cu ky dién tir (Ban can cha PIN code: [[
hoan tat qua trinh cai dat) e
X Tai vé cong cu ky dién tl (Plugin) ctia VNPT

2.Bam nut Browse dé chon tép dir liéu Hay bd

3. Bam nut Ky dir liéu dé ky
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nhu sau

Két qua: dir lidu da duoc k
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